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To avoid harm caused by falsified medicines, we aimed to devise a method to identify falsified medicines in

Japan using visual observation among medicines obtained from personal import agency websites, which are the
main conduits through which falsified medicines are obtained. We recorded details regarding the information
provided on personal import agency websites used to purchase medicines, the outer package received, the cus-
toms declaration description, and the product appearance for 212 samples of medicines obtained through per-
sonal import via the Internet. We investigated the relationship between each observed item and the rate of fal-
sified medicines. We developed a classification and prediction model to identify falsified medicines using items
that could be visually observed. The results showed that the rate of falsified medicines was significantly higher
for websites that did not contain identifying information such as the name and address of the contact or import
agency, as well as for products that did not contain the name and address of the manufacturer, indicating that
these items may be useful in the identification of falsified medicines. In the prediction model constructed, we
extracted features such as the country of dispatch and address of the import agency, and a prediction model was
created to identify falsified medicines and websites selling these medicines. Careful observation of the identified

features and use of our prediction model will help to prevent harm owing to the use of falsified medicines.
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INTRODUCTION

The problem of substandard and falsified medicines is a
global issue that must be addressed. Falsified medicines were
previously referred to as counterfeit.) The term “counter-
feit” in reference to falsified medicinal products was changed
to spurious/falsely labelled/falsified/counterfeit (SFFC). The
World Health Organization (WHO) currently defines “falsi-
fied” medicines as a medical product that is deliberately or
fraudulently mislabeled with regard to identity, composition,
or origin.? In this paper, “falsified” is used according to the
WHO definition.

There are many personal import agency websites on the
Internet, and falsified medicines have been confirmed to enter
Japan as medicines imported by individuals via these web-
sites.’? The Ministry of Health, Labour and Welfare (MHLW)
has alerted consumers to the dangers of personal import of
medicines and has taken measures such as closing down ille-
gal websites.® Pharmaceutical companies have also taken
steps to devise ways to prevent falsification and ensure the

safety of their supply chains, but falsification of medicines
is increasing.” Although websites may sell genuine products,
other risks associated with the personal import of medicines,
such as insufficient or improper indications, cannot be avoid-
ed. Thus, obtaining medicinal products via personal import
should be discouraged.

As a method of identifying falsified medicines, we have
conducted authenticity investigations of manufacturers.
Authenticity investigations involve sending questionnaires,
photographs and, if necessary, the actual product to the man-
ufacturers of medicines to determine whether the product has
been authorized and licensed by the manufacturing compa-
ny. However, authenticity investigations require the coopera-
tion of the manufacturer and, depending on the investigation,
can be labor-intensive and time-consuming. We have conduct-
ed quality tests such as qualitative and quantitative analyses,
content uniformity tests, and dissolution tests, in accordance
with the Pharmacopoeia as a method for detecting falsified
medicines. However, in addition to acquiring equipment and
reagents, it is necessary to be familiar with the experimen-
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tal techniques used. Additionally, investigations into the actu-
al distribution of medicines require testing a large number of
samples; as the number of samples increases, this requires a
great deal of labor, cost, and time. Therefore, we sought to
determine a method for efficiently detecting falsified medi-
cines by extracting the characteristics of websites selling fal-
sified medicines, as well as the characteristics of the falsified
medicines obtained.

In the present study, we investigated the information
obtained visually from personally imported medicines and
the websites of personal import agencies from which such
medicines were obtained. We also examined the relationship
between the above information and the rate of falsified med-
icines personally imported to Japan. Additionally, with the
aim of extracting the characteristics of falsified medicines and
websites selling falsified medicines with greater precision, we
applied machine learning to construct a model for predicting
and classifying falsified medicines using product information
that could be visually obtained to develop a method for iden-
tifying falsified medicines and the websites selling these med-
icines.

MATERIALS AND METHODS

Target Websites and Products

The present study was conducted using a total of 212 sam-
ples imported personally via the Internet, which were obtained
in our previous surveys; the target medicines were 43 Cialis
tablets, 28 Levitra tablets, 22 Viagra tablets, 11 Diflucan tab-
lets, 12 amoxicillin-clavulanic acid combination tablets/cap-
sules, 23 dexamethasone tablets, 19 orlistat capsules, 40 met-
formin tablets, and 13 ivermectin tablets.25-7:10-13) Of these, 34
samples of Cialis tablets, 17 samples of Levitra tablets, 18
samples of Viagra tablets, 2 samples of Diflucan tablets, and
3 samples of Orlistat capsules were falsified medicines. These
falsified medicines contained insufficient amounts of active
pharmaceutical ingredients or different ingredients, and they
were confirmed as being falsified in the authenticity investi-
gation conducted in previous studies.’>7 In cases where the
product authenticity was unknown, we excluded the sample
from the study to avoid incorrect feature extraction and deri-
vation of predictive models. If several products with different
packaging were purchased from the same website or arrived
from the same website in multiple deliveries, these were con-
sidered different samples.
Observation Items

Personal Import Agency Websites We recorded the fol-
lowing 27 items from personal import agency websites: con-
tact details (telephone number); contact details (fax num-
ber); contact address (e-mail); enquiry mail form; import
agency name or personal name; import agency address (head
office); name of import agency representative (responsible
person); Japan branch; medicine price; shipping costs; pay-
ment time; method of payment; delivery time; special condi-
tions for returns; product photographs; product name; dosage
and administration; indications; side effects; recommendation
to consult a doctor or pharmacist; information about person-
al imports; limitations on the quantity of personal import pur-
chases; reference to the Act on Specified Commercial Trans-
actions;'¥ reference to the Act on Quality, Efficacy and Safety
Assurance of Medical Devices (Pharmaceutical and Medical
Device Act);'» information about consultation; use of SSL
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data encryption; and privacy policy.

For each of these items, we determined the proportion of
medicines that were falsified among our samples.

Obtained Products For each of the sample products
obtained, the following 12 items were recorded: country of
dispatch, name of the shipping company or shipper, shipper's
company address, customs declaration description, package
insert, lot/batch number, expiry date, country of manufacture,
manufacturer's address, name of manufacturer, date of manu-
facture, and instruction leaflet.

The proportion of medicines that were falsified from among
all obtained products was determined.

Analysis

Statistical analysis was performed using IBM SPSS version
27 (IBM Corporation, Tokyo, Japan), with cross-tabulation
for each item, as well as Pearson’s chi-square test or Fisher’s
exact probability test (two-tailed) with a significance level of
5%.

IBM SPSS Modeler version 18.3 (IBM Corporation, Tokyo,
Japan) was used to conduct machine learning, and classifica-
tion and prediction models were created based on informa-
tion regarding the authenticity of medicines and information
obtained visually from personal import agency websites and
from the products themselves. For the purpose of conduct-
ing hold-out validation, the data were randomly classified as
training:testing (70:30). A prediction and classification mod-
el was created using chi-square automatic interaction detec-
tion (CHAID), which is a form of decision tree analysis used
to build tree models based on chi-square and F-tests. In fea-
ture extraction, a feature was considered to be present when
the probability of it being genuine or falsified was 90% or
more. Discrimination performance was assessed by comparing
the predictions made using the created model with the actu-
al classification. We used the area under the receiver operat-
ing characteristic curve (AUC) and the Gini impurity, which
indicates the purity of the classification with the decision tree
(before classification as 1, the closer to 0, the higher the puri-
ty) as indicators of generalization performance.

RESULTS

Incidence of Falsified Medicines

Personal Import Agency Websites Using the 27 items
recorded from websites selling medicines for personal import,
we determined the presence or absence of website information
and the authenticity of the medicines sold online, and we cal-
culated the rate of falsified medicines (Table 1).

The rate of falsified medicines sold on websites with a tele-
phone number was 33.3%, compared with 69.0% on websites
without a telephone number, which was significantly higher
(p <0.01). The rate of falsified medicines sold on websites
with an email address was 50.4%, compared with 38.9% for
websites without an email address, with no significant differ-
ence. The rate of falsified medicines sold on websites with a
stated enquiry mail form was 31.4%, compared with 58.9% for
websites without a stated enquiry email form, which was sig-
nificantly higher (p < 0.01).

The rate of falsified medicines on websites with an import
agency name or personal name was 29.3%, compared with
76.4% on websites without this information, which was sig-
nificantly higher (p < 0.01). The rate of falsified medicines
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Table 1. Items Listed on Personal Import Agency Websites and Falsified Medicines

29

No. Observation items Status G F Rate of F (%) p-value
Stated 94 47 333
1 Contact details (telephone number) ae <0.01
Not stated 22 49 69.0
2 Contact details (fax number) Stated 36 3 77 <0.01
n i X number .
onact cetatls {ax umbe Not stated 80 93 53.8
Stated 58 59 50.4
3 Contact address (E-mail) ae 0.099
Not stated 58 37 38.9
4 Enoui 15 Stated 72 33 314 <0.01
nquiry mail form .
duity mattto Not stated 44 63 58.9
Stated 99 41 29.3
5 Import agency name or personal name <0.01
Not stated 17 55 76.4
Stated 104 39 27.3
I h ffi <0.01
6 mport agency address (head office) Not stated 12 57 06 0.0
Stated 71 27 27.6
7 N f tative of import ibl <0.01
ame of representative of import agency (responsible person) Not stated 45 69 €05
8 I b h Stated 6 7 53.8 0.574
n bran .
apan brane Not stated 110 89 447
tat 11 2 44.2
9 Price Stated 6 ’ <0.05
Not stated 0 4 100.0
10 Shippi . Stated 103 76 42.5 0.060
ippin .
PpIng costs Not stated 13 20 60.6
. Stated 88 60 40.5
11 Payment time <0.05
Not stated 28 36 56.3
12 Method of . Stated 112 90 44.6 0354
men .
ethod of payme Not stated 4 6 60.0
Stated 111 85 43.4
13 Time of delivery are 0.067
Not stated 5 11 68.8
. . Stated 110 86 439
14 Special conditions for returns 0.193
Not stated 6 10 62.5
Stated 99 69 41.1
15  Product photograph are <0.05
Not stated 17 27 61.4
16 Product Stated 115 86 42.8 <001
T nam .
oductname Not stated 1 10 90.9
Stated 56 70 55.6
17 Dosage and administration are <0.01
Not stated 60 26 30.2
18 Indicati Stated 72 87 54.7 <0.01
ndication .
canons Not stated 44 9 17.0
Stated 54 58 51.8
19 Side effects e 0.053
Not stated 62 38 38.0
20 R dation t It a doctor or pharmacist Stated 7 3 318 <0.01
mmendation n r or pharmaci .
ecommendation to consult a doctor or pharmacis Not stated 85 2 50.0
Stated 95 29 234
21 Information on personal imports ate <0.01
Not stated 21 67 76.1
22 Limitati th ity of li t h Stated 86 28 24.6 <0.01
imitations on nti rsonal im r .
ations on the quantity of personal import purchases Not stated 30 68 €0.4
Stated 58 22 27.5
23 Reference to the Act on Specified Commercial Transactions ate <0.01
Not stated 58 74 56.1
Stated 16 1 5.9
24 Ref to the Act lity, Effi fety A f Medical Devi <0.01
eferences to the Act on Quality, Efficacy and Safety Assurance of Medical Devices Not stated 100 95 487
. Stated 23 6 20.7
25 Consultation <0.01
Not stated 93 90 49.2
Stated 41 16 28.1
26 f SSL ti <0.01
Use of SSL encryption Not stated 75 80 51.6
. . Stated 50 20 28.6
27 Privacy policy <0.01
Not stated 66 76 53.5

G, genuine; F, falsified.
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was 27.3% on websites with an import agency address and
82.6% on sites without an address, which was also significant
(p <0.01). The rate of falsified medicines sold on websites
with the name of the import agency representative was 27.6%,
compared with 60.5% on websites without this information,
which was significantly higher (p < 0.01). The rate of falsi-
fied medicines on websites with a Japanese branch listed was
53.8%, compared with 44.7% on websites without a branch in
Japan, with no significant difference.

The rate of falsified medicines sold on these websites
with a stated price was 44.2%, compared with 100% on web-
sites without a stated price, which was significantly higher
(p < 0.05). The rate of falsified medicines on websites where
shipping costs were stated was 42.5%, compared with 60.6%
for sites where these costs were not stated, with no significant
difference. The rate of falsified medicines on websites with a
payment time statement was 40.5%, compared with 56.3% for
those without a payment time statement, which was signifi-
cantly higher (p < 0.05). The rate of falsified medicines sold
on websites with a stated payment method was 44.6%, com-
pared with 60.0% on websites without a stated payment meth-
od, with no significant difference. The rate of falsified medi-
cines on websites with a description of the delivery time was
43.4%, compared with 68.8% for sites without such a descrip-
tion, which was not significant. The rate of falsified goods
on websites with a return policy was 43.9%, compared with
62.5% on websites without a return policy, with no signifi-
cant difference. The rate of falsified medicines sold on web-
sites that provided a photograph of the product was 41.1%,
compared with 61.4% on websites without a photograph of the
product, which was significantly higher (p < 0.05). Some web-
sites provided a photograph of the product, but the packaging
of the actual product differed from the photograph.

The rate of falsified medicines available on websites with
a product name was 42.8%, compared with the rate on sites
without a product name (90.9%), which was significant-
ly higher (p < 0.01). The rate of falsified medicines on web-
sites with a stated dosage was 55.6%, which was significantly
higher (p < 0.01) than the 30.2% on websites without a stat-
ed dosage. The rate of falsified medicines on websites with
indications listed was 54.7% which was significantly higher
(p <0.01) than the 17.0% on sites without listed indications.
The rate of falsified medicines on websites where side effects
were mentioned was 51.8%, compared with 38.0% on web-
sites where these were not mentioned, with no significant dif-
ference. The rate of falsified medicines available on websites
with a recommendation to consult a doctor or pharmacist was
31.8%, compared with 59.0% on sites without such a recom-
mendation, which was significantly higher (p < 0.01). Consul-
tation with a doctor or pharmacist was classified as not stated
if the conditions were limited or stated, for example, that con-
sultation was recommended in case of side effects or with pre-
existing medical conditions or concomitant medications. The
rate of falsified medicines on websites with information about
personal import was 23.4%, compared with 76.1% on websites
with no information about personal import, which was signif-
icantly higher (p < 0.01). The rate of falsified medicines on
websites with a stated limit on the quantity that could be pur-
chased for personal import was 24.6%, compared with 69.4%
on websites without this information, which was significant-
ly higher (p < 0.01). The presence of a statement similar to
“importing quantities not exceeding those for personal use”
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was classified as having an appropriate description; any state-
ment similar to “in principle, no restrictions” was classified
as not having an appropriate description. The rate of falsified
medicines on websites with reference to the Act on Specified
Commercial Transactions was 27.5%, compared with 56.1%
on websites without such a reference, which was significantly
higher (p < 0.01). The rate of falsified medicines on websites
with a reference to the Pharmaceutical and Medical Device
Act was 5.9%, compared with 48.7% on sites without such a
reference, which was significantly higher (p < 0.01). The rate
of falsified medicines on websites with information regard-
ing where to obtain a consultation was 20.7%, compared with
49.2% on websites without this information, which was sig-
nificantly higher (p < 0.01). The rate of falsified medicines on
websites that used SSL data encryption was 28.1%, compared
with 51.6% in those without the use of SSL, which was signif-
icantly higher (p < 0.01). The rate of falsified medicines avail-
able on websites with a stated privacy policy was 28.6%, com-
pared with 53.5% for websites without a stated privacy policy,
which was significantly higher (p < 0.01).

Personally Imported Medicines We examined 12 items
that could be visually observed on all sample products for
their relevance to authenticity; the rates of falsified medicines
for these items are given in Table 2.

The following information was recorded from the ship-
ping label attached to the packages containing medicine sam-
ples: country of origin, name of the shipping company or
shipper, address of the shipping company, and customs dec-
laration description. The medicines in this study were shipped
from 10 countries. All products shipped from Malaysia, Tai-
wan, and Thailand were genuine whereas all products shipped
from Puerto Rico and Japan were falsified. Although Japan was
not stated as the country of dispatch for products shipped from
Japan; we determined that these products had indeed been
shipped from Japan because they arrived with Japanese post-
age stamps on them. Sixty-two of the 64 products shipped
from China were falsified, representing a proportion of falsi-
fied medicines of 96.9%. The rate of falsified medicines for
products with the name of the shipping company or shipper
was 50.5%, compared with 40.0% for websites without this
information, with no significant difference. The rate of falsi-
fied medicines with a shipping company address was 48.0%,
and the rate of falsified medicines without a shipping compa-
ny address was 41.2%, with no significant difference. The rate
of falsified medicines with a customs declaration was 71.1%,
which was significantly higher (p < 0.01) than the rate of falsi-
fied medicines without a customs declaration (26.2%).

The obtained products were checked for the package insert,
lot/batch number, expiry date, country of manufacture, man-
ufacturer, manufacturer's address, date of manufacture, and
instruction leaflet. The rate of falsified medicines with a pack-
age insert was 48.4%, and the rate without a package insert
was 41.1%, with no significant difference. The rate of falsified
medicines with a lot/batch number was 45.8%, compared with
43.2% for those without a lot/batch number, with no signifi-
cant difference. The rate of falsified medicines with an expi-
ration date was 47.7%, compared with 33.3% for those with-
out an expiration date, with no significant difference. Products
labeled as manufactured in Australia, Turkey, France, the Unit-
ed Kingdom, Canada, Thailand, Taiwan, and Japan were all
genuine, and those labeled as manufactured in Sweden and
China were all falsified. The rate of falsified medicines was
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Table 2. Items Listed on Product and Falsified Medicines
No. Product visual information Status G F Rate of F (%) p-value
Puerto Rico 0 2 100.0
United States 21 2 8.7
India 7 2 22.2
Singapore 37 4 9.8
. Thailand 10 0 0.0
1 Country of dispatch Malaysia 3 0 0.0 n.a
Hong Kong 7 20 74.1
Taiwan 29 0 0.0
China 2 62 96.9
Japan 0 4 100.0
. . Stated 53 54 50.5
2 Name of the shipping company or shipper Not stated 63 0 400 0.132
. , Stated 66 61 48.0
3 Shipper's company address Not stated 50 35 412 0.398
. L Stated 26 64 71.1
4 Customs declaration description Not stated 90 o 2.2 <0.01
. Stated 63 59 48.4
5 Package insert Not stated 53 37 411 0.33
Stated 91 77 45.8
6  Lot/batch number Not stated 25 19 432 0.865
. Stated 92 84 47.7
7 Expiry date Not stated 24 12 333 0.142
United States 10 9 47.4
United
Kingdom 6 0 0.0
India 15 7 31.8
Australia 1 0 0.0
Netherlands 7 0 0.0
Canada 1 0 0.0
8 Country of fact Sweden 0 2 100.0
ountry of manufacture Thailand 5 0 00 n.a.
Germany 8 3 273
Turkey 1 0 0.0
France 5 0 0.0
Taiwan 1 0 0.0
China 0 16 100.0
Japan 1 0 0.0
Not listed 58 59 50.4
, Stated 93 38 29.0
9  Manufacturer's address Not stated 23 53 716 <0.01
Stated 84 55 39.6
10 Name of manufacturer Not stated 3 41 562 <0.05
Stated 37 27 422
11 Manufacture date Not stated 79 69 46.6 0.652
. Stated 2 2 50.0
12 Instruction leaflet Not stated 114 94 451 1.000
G, genuine; F, falsified; n.a., not applicable.
Table 3. Performance of the Model in Predicting Personal Import Agency Websites Selling Falsified Medicines
Matching matrix ..
Data set Genuine Falsified Accuracy AUC Gini
.. Genuine 62 3
Training Falsified 12 67 89.58 0.906 0.812
Genuine 31 0
Test Falsified 12 25 82.35 0.889 0.779

AUC, area under the receiver operating characteristic curve.

29.0% for products with the manufacturer's name on the out-
er package and 71.6% for products without the manufacturer's
name, which was significantly higher (p < 0.01). The rate of
falsified medicines was 39.6% for products with a manufactur-
er's address and 56.2% for products without a manufacturer's
address, with a significantly higher rate (p < 0.05). The rate of
falsified medicines was 42.2% for products with a manufac-
turing date, and 46.6% for products without a manufacturing
date, with no significant difference. The rate of falsified med-
icines was 50.0% for products with an instruction leaflet, and
45.2% for products without an instruction leaflet, with no sig-

nificant difference.
Creating Classification and Prediction Models Using Machine
Learning

Personal Import Agency Websites A classification and
prediction model was created for the 27 items observed on
each website, based on the presence or absence of each item
on each website and the authenticity of medicines obtained
through that website. We extracted the characteristics of web-
sites selling falsified medicines (Fig. 1). The results of perfor-
mance assessment for the classification and prediction mod-
els for the items listed on personal import agency websites are
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Genuine/Falsified

) Node 0

| category o n
= Falsified 45139 65
}|® Genuine 54.861 79
E Total 100.000 144

Address of personal import agency
Adjusted p-value=0.000, x*=37.457, degrees of freedom=1

Stated Not stated

Node 1

Category % n
¥ Falsified 29.126 30
¥ Genuine 70.874 73
Total 71.528 103

Node 2

Category % n
" Falsified 85.366 35
¥ Genuine 14634 6
Total 28472 41

Informationon personal imports
p-value=0.000, x*=33.150, degrees of freedom=1

Stated Not stated

Node 3
Category % n
¥ Falsified 11429 8
B Genuine 88.571 62
Total 48611 70

B Genuine 33.333 11
Total 22917 33

Contactdetails (telephone number) Side effects
Adjusted p-value=0.001, x*=10.197, degrees of freedom=1 Adjusted p-value=0.002, x*=9.429, degrees of freedom=1

Stated

Stated Not stated Not stated

Node 7
Category % n
¥ Falsified 85714 18
¥ Genuine 14286 3

Total 14583 21

Node 8
Category %
¥ Falsified 33.333

Paymenttime Shipping costs
Adjusted p-value=0.009, x*=6.873, degrees of freedom=1 Adjusted p-value=0.005, x*=8.000, degrees of freedom=1

Stated Not stated Stated Not stated

Node 9

Category % n
™ Falsified 18.182 2
¥ Genuine 81818 9
Total 7639 11

Node 10 Node 11
Category % n Category % n
¥ Falsified 100.000 3 ¥ Falsified 11.111
¥ Genuine 0000 0 ¥ Genuine 88.889
Total 2083 3 Total 6.250

Node 12
Category % n

¥ Falsified 100.000 3

® Genuine 0000 0

Total 2083 3

Product photograph Name of import agencyrepresentative (responsible person)
Adjusted p-value=0.039, x?=4.278, degrees of freedom=1 Adjusted p-value=0.047, x*=3.938, degrees of freedom=1
Stated Not stated Stated Not stated
Node 13 Node 14 Node 15 Node 16
Category % n Category % n Category % n Category 9% n
W Falsified 0000 O |™ Falsified 50.000 2 ™ Falsified 0.000 O |™ Falsified 50.000 1
B Genuine 100.000 7| |®™ Genuine 50.000 2 ¥ Genuine 100.000 7| |®™ Genuine 50.000 1
Total 4861 7 Total 2778 4 Total 4861 7 Total 1389 2

Fig. 1. Tree Diagrams Created from the Information Listed on Personal Import Agency Websites

The ratio of genuine to falsified is shown in each node branched by observation item.
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| category % nf
|= Falsified 45139 65
4™ Genuine 54.861 79|
Total
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Genuine/Falsified

Node O

100.000 144 [

Address of personal import agency
Adjusted p-value=0.000, x’=101.953, degrees of freedom=3

PuertoRico, China, Japan USA, Singapore

Node 1 Node 2
Category % n Category % n
¥ Falsified 97.826 45 = Falsified 12.766 6
¥ Genuine 2174 1
Total 31.944 46
S
Package insert Country of manufacturer

Adjusted p-value=0.028, x*=4.856, degrees of freedom=1

Stated Not stated USA, UK, Canada, not listed

Adjusted p-value=0.015, x*=12.138, degrees of freedom=1

India, Germany

India, Thailand, Malaysia, Taiwan Hong Kong

Node 3

Category % n
= Falsified 0.000 0
¥ Genuine 100.000 31
Total 21.528 31

Node 4

Category % n
¥ Falsified 70.000 14
M Genuine 30000 6
Total 13.889 20

Name of manufacturer
Adjusted p-value=0.001, x’=11.610, degrees of freedom=1

Stated Not stated

Node S Node 6 Node 7

Node 8

Node9 Node 10

Category % n Category % n Category % n Category % n Category % n Category % n
¥ Falsified 100.000 38 ¥ Falsified 87.500 7 ¥ Falsified 0.000 O ¥ Falsified 35294 6 ¥ Falsified 16667 1 ¥ Falsified 92.857 13
® Genuine 0000 O |®™ Genuine 12500 1 ® Genuine 100.000 30 B Genuine 64706 11 B Genuine 83333 5| |®™ Genuine 7.143 1
Total 26.389 38 Total 5556 8 Total 20.833 30 Total 11.806 17 * Total 4167 6 Total 9722 14

[ ]

Fig. 2. Tree Diagrams Created from the Information on Each Product Obtained

The ratio of genuine to falsified is shown in each node branched by observation item. USA, United States; UK, United Kingdom.

shown in Table 3.

The conditions for a 90% or higher probability of being a
genuine product were the presence of a personal import agen-
cy address and a statement pertaining to personal import. The
conditions for a 90% or higher probability of being a falsi-
fied medicine were the absence of a personal import agency
address and the presence of a statement regarding the payment
time.

As for the accuracy of the constructed model, the correct
discrimination rates in the training and test data were 89.58%
and 82.35%, respectively. As an assessment of the generaliza-
tion performance of the constructed model in predicting web-
sites that sold falsified medicines, the AUC of the training and
test data was 0.906 and 0.889, respectively, and the Gini impu-
rity for the training and test data was 0.812 and 0.779, respec-
tively.

Personally Imported Medicines A classification and pre-
diction model was created using the 12 items observed for
the obtained products based on the information described in
each item and the product’s authenticity. Items that were char-
acteristically observed in falsified medicines were extracted
(Fig. 2). The results of performance assessment for the clas-
sification and prediction models in using visually observable
product characteristics to predict falsified medicines are shown
in Table 4.

The condition for a 90% or higher probability of being a
genuine medicine was that it was shipped from the United
States, Singapore, Thailand, Malaysia, or Taiwan. The condi-
tion for a 90% or higher probability of being a falsified med-
icine was that the product was shipped from China or Japan,
or that the product was shipped from India or Hong Kong, and
the name of the manufacturing company was not indicated.

As for the accuracy of the constructed model, the correct
discrimination rates in the training and test data were 93.75%

and 94.12%, respectively. As an assessment of the generaliza-
tion performance of the constructed model in predicting fal-
sified medicines, the AUC of the training and test data was
0.985 and 0.925, respectively, and the Gini impurity of the
training and test data was 0.970 and 0.851, respectively.

Items Listed on Websites and Products A classification
and prediction model was created on the basis of the presence
or absence of the 27 items for websites and 12 items for prod-
ucts in combination, as well as the authenticity of the obtained
products, to identify falsified medicines (Fig. 3). The results
of performance evaluation for the classification and prediction
models are shown in Table 5.

The conditions for a 90% or higher probability of being a
genuine medicine were that the product was shipped from the
United States, Singapore, Thailand, Malaysia, or Taiwan, or
that the product was shipped from India or Hong Kong and the
address of the personal import agency was listed. The condi-
tions for a 90% or higher probability of being a falsified medi-
cine were that the products were shipped from China or Japan,
or that the products were shipped from India or Hong Kong
and the address of the personal import agency was not listed.

As for the accuracy of the constructed model, the correct
discrimination rates in the training and test data were 93.75%
and 94.12%, respectively. As an assessment of the generaliza-
tion performance of the constructed model to predict falsified
medicines, the AUC of the training and test data was 0.987
and 0.925, respectively, and the Gini impurity of the training
and test data was 0.973 and 0.851, respectively.

DISCUSSION

Relationship Between the Frequency of Falsified Medicines
and Visual Observations

Personal Import Agency Websites As a result of our
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Genuine/Falsified
Node 0

Falsified 45139 65/

Total  100.000 144 |:

Country of dispatch

Adjusted p-value=0.000, x’=101.953, degrees of freedom=3

PuertoRico, China, Japan USA; Singapore

Node 1 Node 2
Category % n Category % n
" Falsified 97.826 45 ¥ Falsified 12766 6
® Genuine 2174 1 ® Genuine 87234 41
Total 31.944 46 Total 32639 47

Package insert
Adjusted p-value=0.026, x*=4.856, degrees of freedom=1

Product photograph
Adjusted p-value=0.004, x*=8.460, degrees of freedom=1

HongKong

India, Thailand, Malaysia, Taiwan

Node 3
Category % n
¥ Falsified 0000 0
® Genuine 100.000 31
Total 21528 31

Node 4
Category % n
" Falsified 70.000 14
B Genuine 30.000 6
Total 13.889 20

Import agency address
Adjusted p-value=0.000, x*=12.857, degrees of freedom=1

Stated Not stated Stated

Node S Node 6
Category % n

¥ Falsified 100.000 38

Node7
Category % n
" Falsified 5405 2

Category % n
¥ Falsified 87.500 7

¥ Falsified 40.000

Not stated Stated Not stated

Node 8
Category %

Node9
Category % n
" Falsified 25.000 2

Node 10
Category % n
¥ Falsified 100.000 12

® Genuine 0000 0 W Genuine 12500 1 W Genuine 94595 35 ® Genuine 60.000 W Genuine 75.000 6 W Genuine 0.000 0
Total 26.389 38 Total 5556 8 Total 25694 37 Total 6.944 Total 5556 8 Total 8333 12
Paymenttime
Adjusted p-value=0.003, x*=9.061, degrees of freedom=1
Stated Not stated
Node11 Node 12
Category % n Category % n
® Falsified 0000 O | Falsfied 28571 2
® Genuine 100.000 30| |™ Genuine 71429 5
Total 20833 30| | Total 4861 7
Fig. 3. Tree Diagrams Created from the Information on Both the Import Agency Website and the Product Obtained
The ratio of genuine to falsified is shown in each node branched by observation item. USA, United States.
Table 4. Performance of the Model in Predicting Falsified Medicines Using Product Visual Information
Matching matrix ..
Data set Genuine Falsified Accuracy AUC Gini
.. Genuine 58 7
Training Falsified 5 77 93.75 0.985 0.97
Genuine 29 2
Test . 94.12 0.925 0.821
° Falsified 2 35
AUC, area under the receiver operating characteristic curve.
Table 5. Performance of the Model in Predicting Falsified Medicines Using Both Website and Product Visual Information
Matching matrix ..
Data set - - A A
ata se Genuine Falsified ccuracy ucC Gini
.. Genuine 57 8
T . 93.75 0.987 0.973
raming Falsified 1 78
Genuine 29 2
Test . 4.12 0.925 0.851
s Falsified 2 35 o )

AUC, area under the receiver operating characteristic curve.

investigation regarding the incidence of falsified products
based on website information, significant differences were
found in the following 20 out of 27 items: contact details (tel-
ephone number), contact details (fax number), contact address
(e-mail), enquiry mail form, import agency name or person-
al name, import agency address, name of import agency repre-
sentative, product price, photograph of product, product name,
dosage and administration, indications, recommendation to
consult a doctor or pharmacist, information about personal
import, limitations on the quantity of personal import purchas-

es, reference to the Act on Specified Commercial Transactions,
reference to the Pharmaceutical and Medical Device Act,
information about consultation, use of SSL encryption, and
privacy policy. For most items, the rate of falsified products
was significantly higher when these items were not present on
the website. In contrast, the rate of falsified medicines was sig-
nificantly higher on websites where dosage, administration,
and indications were stated. However, determining the authen-
ticity of medicines based on the presence or absence of these
items may lead to mistaken judgment. It was shown that not
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only websites selling falsified medicines but also some sell-
ing genuine products provide insufficient or improper informa-
tion (Table 1).

The rate of falsified medicines was significantly higher
when the address of the personal import agency and the name
of the representative were not stated, indicating that many
websites selling falsified medicines do not provide informa-
tion about the company behind the personal import agency.
The rate of falsified products was also higher when no con-
tact details (telephone or fax number) were provided, sug-
gesting that websites without an address or contact details are
more likely to be selling falsified products. The World Health
Organization has issued a warning about websites that do not
state a physical address or telephone number to avoid the risk
of purchasing falsified medicines; this advice is consistent
with the characteristics identified in our study.'®

The product price and product name were listed on near-
ly all websites; these items were not considered important as
checkpoints in detecting falsified medicines. Some websites
provided a photograph, but the product was delivered in a dif-
ferent packaging from that in the photograph. Not obtaining
the desired product is a potential risk when importing medi-
cines personally because the website may show a photograph
of a product that differs from the actual product sent.

The rate of falsified medicines was significantly higher
when there was no information about personal import or ref-
erence to the Act on Specified Commercial Transactions, sug-
gesting that websites selling falsified products are more likely
to omit mention of regulatory-related items.

Statistical analysis showed that the incidence of falsified
medicines was significantly higher for medicines obtained
from personal import agencies that did not state identifying
information such as contact details or the name and address
of the import agency, as well as from agencies that did not
include a reference to regulations regarding topics such as per-
sonal import or specified commercial transactions. Refraining
from purchasing products from such websites may help pre-
vent the acquisition of falsified medicines.

Personally Imported Medicines As a result of inves-
tigating the rate of falsified products based on items list-
ed on the actual product samples, significant differenc-
es were found for 3 of 12 items: customs declaration
information on the outer package, manufacturing company
name, and address listed on the product package (Table 2).
We observed that if a customs declaration was listed, the prod-
uct was likely to be falsified. Additionally, if the product had
no manufacturer name or address, it was likely to be a falsi-
fied product requiring caution. Although tools for the visual
inspection of medicines have been published for identifying
suspected falsified medicines through product observation,'”
this study is the first to investigate suspected falsification,
including information about the product's transport.

Among our samples, all products shipped from Puerto Rico
and Japan were falsified, and 96.9% of products shipped from
China were falsified. The rate of falsified medicines in per-
sonally imported medicines shipped from these countries was
found to be particularly high, with a bias in the rate of falsified
medicines according to the country of dispatch. Among the
observed visually information, information on the country of
dispatch was considered to be an item that should be noted as
a characteristic of falsified medicines entering Japan through
personal import via the Internet. However, the total number of
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international mail shipments from foreign countries is enor-
mous, so it would be unrealistic to rely solely on this informa-
tion to identify falsified goods. Additionally, products shipped
from Japan that arrive by post with Japanese postage stamps
cannot be considered personal import products, which would
be in conflict with the law. However, tracking the shipper of
falsified goods received by post with Japanese postage is diffi-
cult owing to insufficient information about the shipper.

All products with no mention of the shipping company
name or name of the shipper were described as undeciphera-
ble; there were no products with no mention of either. There
was no significant difference in the rate of falsified products
depending on whether the shipper's information was specified
or not, suggesting that there may be other items that can be
used to better identify falsified products.

The shipper address was listed for all products, except for
one product sent from Japan. This is thought to be owing to
the fact that international mailing labels have fields for the
shipper's name and customs declaration details. A detailed
analysis of the information provided might reveal certain char-
acteristics. However, the authenticity and appropriateness of
the information can only be ascertained by checking whether it
matches the package contents. Therefore, it would be quite dif-
ficult to determine whether an unopened package contains fal-
sified products by relying solely on the shipper information.

After the outer package was opened, the information on
the product was observed. Together with information on the
outer label, such as the country of shipment and customs
declaration, it was possible to use this information to deter-
mine whether the product might be falsified. Our results indi-
cate that products shipped from China that includes a customs
declaration and do not include the name or the address of the
manufacturing company on the product packageare more like-
ly to be falsified. These items can serve as checkpoints in the
distribution process of medicinal products in settings outside
of a research environment, as well as for individuals who have
personally acquired imported medicinal products, to ascertain
whether the products purchased might be falsified.
Identification Using Machine Learning

Personal Import Agency Websites Of the 27 items
observed on websites of personal import agencies, the import
agency address, payment time, and information on personal
import were among the key features that could predict web-
sites dealing in falsified medicine. This model might be used
to predict falsified medicines, although the accuracy was
approximately 80% (Fig. 1 and Table 3). Nevertheless, care-
ful observation of the presence or absence of these items was
shown to be useful in detecting possible falsified products,
according to our statistical analysis. In this study, we found
that, in particular, purchasing products from websites that do
not list their address should be avoided to prevent the purchase
of falsified products.

As for the payment time, although our statistical analysis
showed that the rate of falsified medicines was significant-
ly higher when payment time was not stated on the website,
CHAID analysis predicted that websites stating this item were
more likely to sell falsified medicines. This was based on the
assumption that the personal import agency address was not
provided, suggesting that if information about the payment
time was present but the import agency address was absent,
the website was considered more likely to be selling falsified
medicines.
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Personally Imported Medicines Of the 12 items that
could be observed on the products themselves, the country of
dispatch (United States, Singapore, Thailand, Malaysia, Tai-
wan, China, Japan, India, and Hong Kong) and information
about the manufacturer were identified as key points in iden-
tifying falsified products. The model predicted falsified med-
icines with an accuracy of approximately 94% (Fig. 2 and
Table 4). We showed that prediction using visually observable
product information was more accurate than identifying falsi-
fied products using website information.

Manufacturer information was also identified as having a
significantly different rate of being associated with falsified
medicines (Table 1). Among the 12 observable items on the
product, this item is considered particularly useful for identi-
fying falsified products.

As for the prediction of falsified medicines using the coun-
try of dispatch, the results were mostly consistent with the
trend in the rate of falsified products for each country of dis-
patch, as well as the predictions using CHAID. For products
shipped from India and Taiwan, falsified products could be
inferred in combination with information about the manufac-
turer.

Features of falsified products extracted using information
available on the outer package and the products themselves
indicated that products whose country of dispatch is China or
Japan, or those whose country of dispatch is India or Hong
Kong and that lack manufacturer information, are more like-
ly to be falsified.

Items Listed on Websites and Products Of a total of
39 items (27 observable items on websites and 12 observa-
ble items on products), the country of dispatch (United States,
Singapore, Thailand, Malaysia, Taiwan, China, Japan, India,
or Hong Kong) and address of the personal import agency
were extracted as important checkpoints for identifying falsi-
fied products. The country of dispatch was the most impactful.
and the model including this item predicted falsified medicines
with an accuracy of approximately 94% (Fig. 3 and Table 5).

Predictive modeling using website information showed lit-
tle difference in terms of accuracy in predicting falsified prod-
ucts compared with the model using visual product informa-
tion. However, the features observable on websites should
not be ignored. Our findings suggest that the appearance of
the product is important in the identification of falsified med-
icines. However, medicines for personal import are most com-
monly ordered from a personal import agency website. Even if
the accuracy of falsified product identification might be slight-
ly lower, taking note of information on the website is impor-
tant to avoid the risk of purchasing falsified products.

Our results suggest that the country of dispatch can be used
in combination with the presence/absence of the import agen-
cy address to predict falsified products. The prediction results
can vary depending on whether these items are used separate-
ly or in combination, which should be taken into account when
using this information to identify falsified medicines.

Feature Extraction and Identification Processes

In this study, we used statistical analysis and machine
learning to extract and identify the features of falsified med-
icines. Statistical analysis can be carried out with relatively
small amounts of data owing to its relatively simple structure,
and this method can be used to draw appropriate inferences
and conclusions if hypotheses about the distribution of data
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are met. In this study, 23 of 39 included items of observation
were significantly associated with the proportion of falsified
medicines, suggesting that a checklist for identifying falsified
medicines could be developed. However, we considered that
those 23 items should be weighted in developing a prediction
method. We therefore used machine learning as an alternative
approach.

Machine learning uses large amounts of data owing to
the complexity of its algorithmic structure. This method has
a high potential for more accurate prediction and analysis
than statistical analysis if sufficient data can be obtained. In
our study, a falsified medicines prediction model was creat-
ed using CHAID; however, with the exception of lack of per-
sonal import agency address, the observation items found to
have a statistically significant association with the rate of fal-
sified medicines differed from those extracted using machine
learning to predict falsified medicines. Although each feature
was derived from medicines obtained through personal import,
our study results suggest that prediction of falsified medicines
using machine learning can be used to make effective infer-
ences from multiple perspectives, and it might be possible to
develop a method for predicting product falsification using
fewer features than those needed for statistical analysis.

Research results have been reported using the latest analyti-
cal technologies to identify falsified medicines with high accu-
racy.'$19 Additionally, non-destructive methods using the lat-
est miniaturized devices is also being developed.202) Qurs is
the first report of an approach to predict falsification solely on
the basis of appearance. This approach is innovative in that it
does not rely on comparisons with genuine medicines to pre-
dict falsified ones. The results of this study, derived with max-
imum consideration given to the possibility of implementation
in the actual pharmaceutical distribution process, are expect-
ed to contribute to the optimization of pharmaceutical distribu-
tion in the future.

The features of falsified medicines were extracted in this
study; these findings indicate that products with none of these
features are more likely to be genuine. However, the results of
this study cannot be used to ensure the authenticity of products
obtained online by consumers. Even with a low probability of
being a falsified product, the potential risks associated with
personally imported medicines remain. If consumers purchase
medicines from a personal import agency, information on the
website, as well as the potential risks associated with import-
ed medicines, should be carefully considered before making a
final decision on whether to use the medicines obtained.

LIMITATIONS OF THIS STUDY

The scope of this study is limited to medicines import-
ed personally to Japan and personal import agency websites
through which these medicines can be purchased, which we
have addressed in our previous research. We were unable to
extract the characteristics of all medicines that can be pur-
chased online for personal import. However, it might be possi-
ble to develop a visual inspection method to identify falsified
medicines in circulation via a similar process from features
that can be observed visually, according to the regulations and
actual conditions of access to medicines in each country. Also,
there are various approaches to the construction of prediction
models. For the purpose of establishing an accurate method to
identify falsified medicines using visual inspection, it is neces-
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sary to collect, compare, and validate new data in line with the
current trend in the future.

CONCLUSION

In this study, we identified the features of websites most
likely to sell falsified medicines for personal import into
Japan, as well as features of falsified medicines that could be
observed visually. Furthermore, we constructed a prediction
and classification model to predict falsified medicines, offer-
ing the possibility of identifying these falsified products with-
out the need to conduct chemical analysis or other types of
systematic investigation. The present results will contribute
to improving consumer awareness and strengthening the fight
against falsified medicines entering the country through per-
sonal import.
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